RESEARCH ARTICLE

W) Check for updates

ADVANCED
MATERIALS

www.advmat.de

Robust and Versatile Biodegradable Unclonable
Anti-Counterfeiting Labels with Multi-Mode Optical
Encoding Using Protein-Mediated Luminescent Calcite

Signatures

Ziting Wang, Meng Li, Yinghao Fu, Yu Wang,* and Yanqing Lu*

Physical unclonable functions (PUFs) are emerging as a cutting-edge
technology for enhancing information security by providing robust security
authentication and non-reproducible cryptographic keys. Incorporating
renewable and biocompatible materials into PUFs ensures safety for handling,
compatibility with biological systems, and reduced environmental impact.
However, existing PUF platforms struggle to balance high encoding capacity,
diversified encryption signatures, and versatile functionalities with
sustainability and biocompatibility. Here, all-biomaterial-based unclonable
anti-counterfeiting labels featuring multi-mode encoding, multi-level
cryptographic keys, and multiple authentication operations are developed by
imprinting biomimetic-grown calcites on versatile silk protein films. In this
label, the inherent non-clonability comes from the randomized characteristics
of calcites, mediated by silk protein during crystal growth. The successful
embedding of photoluminescent molecules into calcite lattices, assisted by
silk protein, allows the resulting platform to utilize fluorescence patterns
alongside birefringence for high-capacity encoding. This design facilitates
easy and rapid authentication through Hamming distance and convolutional
neural networks using standard cameras and portable microscopes.
Moreover, angle-dependent polarization patterns enable multi-level key
generation, while multi-spectral fluorescence signals offer multi-channel keys.
The developed anti-counterfeiting labels combine biodegradability, green
manufacture, easy authentication, high-level complexity, low cost, robustness,
patternability, and versatility, offering a practical and high-security solution to
combat counterfeiting across various applications.

1. Introduction

The rise of the Internet of Things and
advances in information technology have
exacerbated the problem of counterfeit-
ing, making it a growing global issue.l!
From luxury commodities, banknotes, elec-
tronics, and cultural and artistic items,
to food, pharmaceutical, and agricultural
products, fake and shoddy goods have in-
filtrated every aspect of our daily lives.?!
This pervasive issue can result in a range
of severe consequences, which not only
hurt the economy but also seriously neg-
atively impact national security, human
health, and intellectual property rights,
among other facets of our society. Through
the years, diverse anti-counterfeiting tech-
nologies, including holograms,®! struc-
tural colors,*] watermarks,®! luminescent
materials,|®) and radio-frequency identifi-
cation tags,l’ have been developed to en-
hance information security and to miti-
gate the adverse impacts posed by coun-
terfeit goods. Nevertheless, these systems
remain susceptible to imitation or replica-
tion by sophisticated counterfeiters due to
their reproducible physical features gener-
ated by deterministic fabrication and encod-
ing processes. Therefore, there is an urgent
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need to develop robust, versatile, and unbreakable informa-
tion anti-counterfeiting strategies to safeguard information from
unauthorized access and replication.

PUFs have recently emerged as a cutting-edge technology to
provide robust and unclonable security authentication.l®! A PUF
takes advantage of the inherent randomness of a physical sys-
tem introduced during the non-deterministic fabrication process
to generate a stochastic, unique, and unpredictable output (re-
sponse) under an external stimulus (challenge).°! Since the iden-
tifier or key generated by a PUF is derived from the intrinsic ran-
dom features of the physical system and is not assigned by an
outside source, it is extremely difficult to copy or imitate, making
the PUF a highly secure and hard-to-break approach to identifica-
tion and encryption. Since the first proposal of the PUF concept
by Pappu et al. |3 a diverse array of novel PUF technologies has
emerged. Silicon PUFs relying on the intrinsic variability in the
complementary metal-oxide semiconductor manufacturing pro-
cess have experienced sustained success across various fields, in-
cluding anti-counterfeiting and information encryption systems,
identity authentication and authorization, etc.'%! Although these
integrated-circuits-based PUFs show the merits of high through-
put and ease of integration into existing semiconductor manufac-
turing workflows, they suffer from limited bit stability, low en-
tropy, and vulnerability to physical attacks. More recently, non-
silicon PUFs as security labels that depend on materials with
distinct physicochemical properties have become increasingly
popular owing to their advantages of flexibility, huge coding ca-
pacity, high output complexity, and resistance to software-based
attacks.l”! These systems can be based on various physical phe-
nomena, such as the randomness of optical properties,!'!] the
variability of magnetic materials,?! or the uniqueness of biolog-
ical structures.!3]

As a representative type of non-silicon PUFs, optical PUFs
have gained significant attention because of the non-contact
and rapid optical readout and the diversity in regulating the
optical properties with multiple degrees of freedom (ampli-
tude, phase, wavelength, polarization, lifetime, etc.). In recent
years, significant advancements have been made in creating op-
tical PUFs based on photoluminescence,!'*! structural color,[*’!
hologram,['®! polarization,'”] Raman spectra,''*18] and scatter-
ing signals.['! A wide range of materials were studied such as
carbon dots,!*! quantum dots,*!! diamond microparticles,!'>??]
liquid crystals, 23! silk proteins,!22*l DNA,[?°l and salt solution.[2¢]
The development of the new generation of optical PUFs has
opened doors for an extensive array of applications, including
identification marks for IDs, and anti-counterfeiting labels for
commodities that enable a seamless security platform from pro-
duction, logistics, and sales, all the way to usage. Despite the
prominent advances toward high-security anti-counterfeiting,
most existing optical PUF comprising non-renewable, non-
biocompatible, and non-biodegradable components can pose en-
vironmental risks and health hazards when used to manufacture
products that come into direct contact with biological systems ei-
ther during usage or after improper disposal. This issue can be ef-
fectively overcome using naturally derived biomaterials.[2¢2425:27]
However, existing PUF platforms derived from biological materi-
als feature only simple encrypted signatures and thus offer a lim-
ited authentication approach, reducing the PUF system’s com-
plexity, hence increasing the risk of being hacked. Meanwhile,
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most biological-material-based PUF platforms rely on intricate
and energy-intensive manufacturing processes to generate the
random physical signal and use bulky setups to authenticate. Ac-
cordingly, a novel strategy is required to integrate sustainable ma-
terial sourcing, inherent randomness, simple fabrication, and ro-
bust security encryption with authentication facilitation within a
single PUF platform to effectively address the diverse needs of
multiple applications.

Calcium carbonate (CaCOj;), one of the most ubiquitous min-
erals in nature, can be abundantly found in various biological or-
ganisms like the skeletons of corals and sea urchins, the shells of
mollusks, and the eggshells of vertebrates.[?#! During the biomin-
eralization formation of these biological materials, biological or-
ganic matrices are involved to control and direct the crystalliza-
tion of calcium carbonate.[?l This strategy has motivated the
application of biomimetic mineralization techniques to synthe-
size artificial calcium carbonate biominerals that exhibit diverse
crystal types, textures, morphologies, and physical properties.
Among the various crystalline forms of calcium carbonate, cal-
cite is one of the most prevalent forms, owing to its excellent
optical birefringence, exceptional chemical and thermal stabil-
ity, and robust mechanical properties.*"! Through the mediation
of organic matrices, calcite crystals with unique surface textures,
morphologies, and geometrical dimensions—and consequently
unique optical characteristics—can be easily obtained and mod-
ulated by adjusting their mineralization conditions.*!] By select-
ing an appropriate mineralization method, one can grow a layer
of randomly distributed calcite crystals on the surface of a solid
substrate.[3?] Consequently, this inherent uniqueness and ran-
domness prevent accurate replication or forgery, making these
crystals with specific optical responses potential for developing
optical PUF labels. Additionally, the capacity to introduce optical
functional components into the growth process of calcite under
the mediation of organic matrices**! further enhances its optical
functionalities, thereby adding complexity to encoding and anti-
counterfeiting. Thus, the multiple degrees of freedom offered by
calcite biomimetic mineralization growth present an excellent
opportunity for constructing advanced PUFs with high-security
features. However, the application of biomimetic mineralized cal-
cites in optical anti-counterfeiting and PUF labeling has not been
previously documented.

Here, we report the construction of calcite-based biodegrad-
able, reliable, and robust PUF labels that integrate multi-mode
optical encoding, multi-level cryptographic keys, and multiple
authentication methods in a single platform, by leveraging a
combination of biomimetic mineralization and multi-strategy
imprinting techniques. The developed calcite PUFs, composed
entirely of sustainable and biocompatible materials, represent
breakthroughs in encoding diversity, eco-friendly manufactur-
ing, authentication ease, stability, high capacity, and versatility
compared to existing PUF labels derived from biological sources
(Table S1, Supporting Information). The birefringence pattern
and photo-luminescence signal are utilized to enable multi-
mode optical encoding, which can be authenticated using
Hamming distance (HD) and convolutional neural network
algorithms. Moreover, the angular-dependent readout of the
birefringence pattern and wavelength-dependent readout of
the photo-luminescence signal are further explored to achieve
multi-level and multi-channel high-security cryptographic keys.

© 2024 Wiley-VCH GmbH
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Figure 1. Anti-counterfeiting labels based on fluorescent calcites on biodegradable silk protein substrate. a) Schematic of the all-biomaterial-based
PUF label, showing the composition and optical responses of the fluorescent calcites imprinted on flexible silk film. b) Schematic illustration of the
multiple authentication operations, multi-mode optical encoding, and multi-level cryptographic key generation. c) The advantageous characteristics of

the developed calcite PUFs.

Furthermore, we show that the exploited calcite PUF labels
exhibit exceptional robustness under extreme conditions, in-
cluding high temperature (200 °C), mechanical stripping, UV
light irradiation, and high humidity (70-80%), while being
cost-effective and biodegradable in soil environments. Finally,
we demonstrate that the attributes of patternability, co-conformal
surface contact capability, and biodegradability enable calcite
PUFs to serve as a reliable and effective approach for establishing
unbreakable anti-counterfeiting measures.
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2. Results and Discussion

2.1. Calcite PUF Labels with Encoding Diversity and Material
Versatility

Figure 1a illustrates the structural assembly of the calcite PUF
label, featuring a disordered array of patterned monolayer cal-
cite microcrystals embedded within a silk protein film, achieved
through the integration of biomimetic mineralization and
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imprinting techniques. The materials used to fabricate the PUF
label—silk fibroin, calcite, and bio-dye—are renewable and bio-
compatible, excluding the use of non-sustainable or toxic sub-
stances that could be harmful to the environment or incompati-
ble with biological systems. The randomly arranged calcite crystal
monolayer, obtained via the biomimetic mineralization growth,
generates birefringent signals intrinsic to the crystals, along with
fluorescent signals emitted by the introduced bio-dyes. In this
process, the incorporation of silk protein plays a crucial role in
determining the overall structural organization and optical func-
tionality of the resulting calcites. On the one hand, the employ-
ment of silk protein as an organic mediator regulates the nu-
cleation and growth of calcite crystals, resulting in crystals with
varied morphologies, geometrical dimensions, surface textures,
and distributions, which is essential for the successful applica-
tion of calcite microcrystals in optical PUFs. On the other hand,
the presence of silk proteins enables the successful embedding of
fluorescent dyes into lattices of microscale calcite crystals during
their growth, thereby imparting photoluminescence to the crys-
tals. This biomimetic mineralization process enables the three
material components to “grow” together, which is crucial for en-
hancing structural integrity and functional properties. On this
basis, these grown monolayers of calcites can be facilely trans-
ferred to silk protein films by utilizing the water vapor-assisted
imprinting ability of silk proteins as demonstrated in our previ-
ous study,**l to create flexible, biodegradable, robust, and versa-
tile non-cloneable anti-counterfeiting platforms.

For these calcite-based optical PUF labels, the unique birefrin-
gence properties and colors of each calcite crystal under orthog-
onally polarized light make them suitable for creating unique
security patterns that can be used to verify the authenticity of
the PUFs. Since calcite is a uniaxial crystal,?® the intensity of
birefringence varies with the angle between the crystal’s opti-
cal axis and the orthogonal polarizers. By leveraging this con-
cept and the disordered distribution of optical axes, it becomes
possible to construct multi-level physical unclonable codes (or
keys). In the meantime, the incorporated fluorescent elements
offer a luminescent anti-counterfeiting feature, thereby provid-
ing another effective, crosstalk-free means for PUF authenti-
cation. For color-based optical response, we can integrate flu-
orescent calcite with different emission bands onto the same
silk protein substrate through multi-step imprinting processes,
thus endowing the PUFs with multi-channel encoding capabil-
ity. Overall, the developed PUF labels can exhibit two distinct
forms of challenge-response pairs (CRPs) in the birefringence
and fluorescence modes. Combined with the feature that even
within a single mode one can generate multiple cryptographic
keys, these PUF labels can lead to a multi-mode and multi-
level anti-counterfeiting authentication system. Notably, com-
pared to existing optical PUF platforms based on birefringence
and fluorescence,[2#143232.24] the dense and rigid nature of calcite
crystals significantly enhances the robustness of its birefringence
and the stability of embedded fluorescent dyes. This ensures that
PUF labels maintain strong birefringent and fluorescent signals
under varying environmental conditions and during prolonged
usage (see details below), making calcite-based PUF labels highly
promising for practical applications.

Figure 1b summarizes the multi-mode encoding process,
multi-level cryptographic key generation, and multiple authen-
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tication methods of the calcite-PUF labels. The birefringence
mode is credited to the crystalline structures of the calcites, the
signal can be read out by polarized light. The birefringence mode
comprises two forms: a one-step certification process using only
a macro-lens-equipped digital camera, and a multi-level certifica-
tion approach enabled by the aforementioned angular-dependent
readout. The fluorescence mode stems from the incorporated flu-
orescent dyes, it can be read out by UV light. The fluorescence
mode also comprises two forms: three independent channels for
the RGB colors and a combined mode that mixes the RGB chan-
nels for an 8-valued coding. These CRPs can be used to gener-
ate multiple unpredictable digitized keys, enabling independent
encryption functions across two modes. In addition to digital en-
coding, when combined with deep learning technology, the im-
age recognition function can be realized to generate an additional
digital key. Users have the flexibility to choose one authentication
method or combine them to meet their needs regarding the se-
curity level and accessibility to readout equipment.

The PUF labels can be read using a macro-lens-equipped cam-
era and a portable microscope, eliminating the need for bulky op-
tical devices or specialized operator skills. Meanwhile, the combi-
nation of silk fibroin substrate and imprinting technology makes
the PUF label flexible, patternable, and conformal to meet users’
personalized labeling needs. Last but not least, this PUF label is
sustainable, and biodegradable and exhibits thermal, mechani-
cal, UV, and chemical stability, ensuring its reliability under var-
ious conditions. These favorable characteristics of the developed
calcite PUFs are generalized in Figure 1c.

2.2. Fabrication of the Calcite PUF Labels

The fabrication process of PUF labels involves two main steps
(shown in Figure 2a)— growing luminescent calcite crystals on a
glass substrate and imprinting these crystals onto a silk substrate.
First, we grew calcite-type calcium carbonate microparticles us-
ing a silk protein-mediated mineralization approach, following
the previously described method.**] The 1% w/v silk fibroin
solution was mixed with an equivalent mass of 20 mmol L!
CaCl, solution and the mixture was poured into three beakers.
To produce fluorescently labeled calcite crystals, three different
fluorescent dyes—blue, green, and red—were separately added
to individual beakers and mixed thoroughly. (Figure 2a-i). Sub-
sequently, a clean cover glass was suspended at the liquid-air
interface in each beaker. All the beakers were sealed with perfo-
rated parafilm and placed into a desiccator (Figure 2a-ii) along
with (NH,),CO; powders. After resting for 48 hours at room
temperature, three different fluorescent-colored calcites—blue
fluorescent calcites (B-calcites), green fluorescent calcites (G-
calcites), and orange-red fluorescent calcites (O-calcites) were
individually obtained on the side of the cover glass in contact
with the liquid (Figure 2a-iii). The addition of silk proteins
mediates nucleation sites, growth mechanisms, morphologies,
and surface textures of CaCOj crystals, thus influencing the final
characteristics of the crystals.[®3¢] Specifically, the presence of
silk protein chains in the solution “gently” inhibits the nucleation
process of CaCOj in the solution, therefore favoring nucleation
at the liquid-substrate interface.’?>*] Meanwhile, silk protein
restrains the reaction dynamics, favoring the transition toward
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Figure 2. Fabrication and characterization of the PUF label. a) Schematic illustration of the fabrication process of the PUF label. i-iii) Formation of
fluorescent calcites on a glass substrate. i) Mixed silk fibroin, fluorescent dyes, and CaCl, solution in a beaker. ii) Mineralization process. iii) Randomly
distributed fluorescent calcites on a glass substrate. i"-iv’) (Top) Formation of the PUF label. i'-iii") Step-by-step imprinting transfer of blue (i), green
(ii"), and red (iii’) colored fluorescent calcites. iv’) The obtained PUF label with three different fluorescent color calcites. (Bottom) Corresponding
photographs taken with normal light illumination showing the randomly grown calcite microparticles and the final PUF label. Scale bar: 1 cm. b) The
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thermal equilibrium.[*”] During the growth process, silk fibroin
effectively regulates the morphology of CaCO, and, due to its
inherently disordered molecular structure, demonstrates diverse
regulatory capabilities. Furthermore, the silk protein exhibits a di-
rected adsorption effect on the crystal faces, which in turn results
in the modification of specific crystalline surfaces of calcite.*] As
a result, the mineralization process regulated by the silk protein
molecules ultimately leads to the forming of a layer of thermody-
namic equilibrium product—calcite microparticles with varied
morphologies and modified crystal faces—on the glass substrate.

Based on this, flexible PUF labels were then prepared by
fusing three different colored-fluorescent calcites onto a silk
film through water-vapor-assisted step-by-step imprinting trans-
fer (Figure 2a i'-iv’/, top). The imprinting transfer method used
here exploits water-vapor-induced molecular chain softening and
rearrangement of amorphous silk proteins, as detailed in our
previous study.** The inherent randomness of the calcites was
preserved during the imprinting steps (Figure 2a i’-iv/, bottom).
The fabrication process described above is all-water-based and
accessible without using complex large-scale equipment or strin-
gent vacuum conditions, which are crucial for scaling up produc-
tion for widespread adoption. Moreover, by carefully controlling
the temperature and exposure time of water vapor, the thorough
“melting” of silk protein in the regions directly exposed to wa-
ter vapor ensures robust adhesion of calcite particles to the silk
substrate, which enhances the overall stability of the PUF label.
Furthermore, the spatially controllable nature of the imprinting
transfer technique employed here enables the construction of
patterned calcite arrays on a silk substrate (Figure S1, Supporting
Information) to further enhance the functionality and customiza-
tion of the PUF platforms.

2.3. Characterization of the Calcites Microparticles

The introduction of silk protein and fluorescent molecules dur-
ing CaCO; crystal growth provides a high degree of control over
the specific morphologies and optical properties of crystals. The
optical microscope images and scanning electron microscope
(SEM) images (Figure 2b,c) display the randomness in the size,
shape, and distribution of calcites on the glass substrate. The
crystals have a wide size distribution with a mean value of
~60 pum (Figure 2d). The sizes and number of calcites can
be tuned by adjusting the mineralization parameters such as
growth time and CO, concentration (see Figures S2 and S3, Sup-
porting Information for details). Furthermore, influenced by the
regulation of silk protein chains, the calcites primarily display
three distinct crystal shapes (inset images in Figure 2b) with
excellent randomness in spatial distribution, a significant differ-
ence from the calcite crystals formed without the addition of silk

www.advmat.de

protein (Figure S4, Supporting Information). More specifically,
the selective adsorption of silk proteins onto the crystal surfaces
results in varying morphologies among different surfaces of the
same crystal (Figure 2c), further augmenting the entropy of the
system. This tunable size and number, combined with the ran-
domness of crystal shape and surface morphology, enhances the
uniqueness and unpredictability of the PUF labels, making them
highly secure and virtually impossible to replicate or counterfeit.

The polymorph of the grown crystals was examined using
Raman spectroscopy (Figure 2e) and X-ray powder diffraction
(XRD) (Figure 2f). Both results confirm the exclusive presence
of the calcite polymorph.I*! Thermogravimetric analysis (TGA)
result confirms the presence of silk protein in the grown calcite
crystals. As shown in Figure 2g, at temperatures below the ther-
mal decomposition point of CaCO; crystals (600 to 800 °C), a
weight loss of 1.89% occurs from 279 to 530 °C, with the max-
imum weight loss peak at 346 °C, which is attributed to the ther-
mal pyrolysis of silk protein.[*?]

While the addition of silk protein regulates the morphology of
calcite crystals, the intrinsic birefringence properties of natural
calcites still apply to the grown ones presented here. As shown
in Figure 2h, the grown calcites display vivid birefringence colors
under orthogonal polarizers. It is worth noting that the bright-
ness of the birefringence color varies based on the angle formed
between the orthogonal polarizers and the optical axis of the cal-
cite particles (see below for details). At the same time, incorporat-
ing fluorescent molecules into the growth process of calcites en-
dows them with bright fluorescent colors under ultraviolet light.
As illustrated in Figure 2i, B-calcites, G-calcites, and O-calcites ex-
hibit distinct fluorescence properties with non-overlapping emis-
sion peak positions. Under laser confocal microscopy, the strat-
ified scan results reveal that the center of the calcite exhibits a
higher fluorescence intensity than its surface areas (Figure 2j;
Movie S1, Supporting Information). This result demonstrates
that the fluorescent molecules are primarily incorporated during
the early stages of crystal growth (Figure S5, Supporting Informa-
tion). This unique fluorescence distribution enhances the stabil-
ity of calcite’s fluorescence property, resulting in a more stable
fluorescence signal output. It is worth noting that the calcites
with the addition of fluorescent dye but without the inclusion
of silk protein during the mineralization process are essentially
non-fluorescent (Figure S6, Supporting Information), indicating
that fluorescent molecules can only be embedded into the crys-
tals with the assistance of silk protein, as previously reported.!*]

2.4. The Digital Encoding of PUFs in the Birefringence Mode

The birefringence signals of the calcite microparticles can be har-
nessed as an effective authentication method for cryptographic

optical microscopy image of prepared randomly dispersed calcite particles. Scale bars: 250 pm. The inset images present three typical morphologies
of grown calcites. Scale bars: 25 pm. c) The SEM images showing the unique surface texture of three typical calcites. Scale bars: 25 pm (top), 10 um
(bottom). d) The size distribution of calcites with the green line indicating the Gaussian fit. The inset images depict the measurement of the size of
three distinct calcite microparticles. e,f) Raman (e) and XRD (f) spectra of the fluorescent calcites. The calcite’s characteristic peaks are highlighted in
green font. g) TGA curve showing the thermal decomposition of silk protein and CaCOj. h) Polarized optical microscopy image showing the random
orientation of the crystal axis of the grown calcites. Scale bar: 100 um. i) The fluorescence intensity of B-calcites, G-calcites, and O-calcites, respectively.
j) Laser confocal microscopy image under an excitation wavelength of 405 nm, indicating the generation of fluorescence within the calcite. The inset
shows the layer-by-layer scanning process. Scale bar: 25 um.
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keys. Because of their distinctive birefringence properties and
suitable size, these calcites can be visualized using a portable
setup—a camera equipped with a macro lens and two polarizers
(Figure S7, Supporting Information), providing PUF labels with
convenient, cost-effective, and rapid readout capabilities. To gen-
erate a quantitative analysis of PUF readouts, we cut out 5 mm X
5 mm PUF samples from the larger imprinted silk film for sub-
sequent experiments (Figure 3a,b). The image of this area was re-
sized to 50 pixels x 50 pixels, converted to grayscale (Figure 3c),
and then binarized to black-and-white images using the median
of the sample birefringence intensity as the threshold (Figure 3d).
These white and black pixels correspond to 1-bits and 0-bits re-
spectively. The optical security keys of these PUF labels in bire-
fringence mode rely on the unique combinations of 1-bits and
0-bits.

Generally, PUF labels can be evaluated based on three im-
portant indicators: bit uniformity, uniqueness, and repeatability,
which collectively assess their security and quality (Details see
Note S1, Supporting Information). Bit uniformity refers to the
probability of the 1-bits and 0-bits appearing in the code, demand-
ing a true random response to having a 50% probability of being
0 or 1 for each pixel. In this ideal case, the PUF labels’ output re-
sponse has the maximum number of random binary code com-
binations. We considered a 50 pixels x 50 pixels binarized image
as a security key and calculated the average value of bit unifor-
mity across 100 PUF labels. The result value is 0.4999 (Figure 3e),
which is quite close to the ideal uniformity value of 0.5. This in-
dicates that the PUF labels underlie the birefringence mode pos-
sess a high degree of randomness in pixel distribution, ensuring
overall security.

Uniqueness or the average inter-HD (i.e., the variations be-
tween different PUFs under the same challenge) defines how
well the response of one PUF distinguishes itself from the rest
of the pool, ensuring that a PUF label is not duplicated and can-
not be replaced. In an ideal PUF system, the responses between
two different PUFs should exhibit completely uncorrelated bits,
implying that the average inter-HD should be 0.5. In our PUF
system, the uniqueness of 100 PUF labels under birefringence
mode exhibits a mean value of 0.5001 (Figure 3f). These close-to-
ideal-value results demonstrate the good uniqueness of our PUF
labels in birefringence mode.

Repeatability or the average intra-HD (i.e., the differences be-
tween identical PUFs) quantifies the consistency of PUF readouts
across multiple measurements. It is crucial for a PUF label to give
the same readouts under the same challenge steadily. The ideal
repeatability value is 0, indicating that codes obtained from the
same PUF are repetitively identical. Among the 100 PUF labels
we analyzed, the average intra-HD was calculated to assess the re-
peatability. As illustrated in Figure 3f (shown in green bars), the
intra-HDs from the first and second measurements of the same
PUF labels give an average value (repeatability) of 0.0234, which
is near the ideal repeatability of 0 and show good repeatability in
our PUF system. Furthermore, the diagonal data in Figure 3g is
also close to zero, also indicating good repeatability of the PUF
labels in birefringence mode.

Based on this encoding mode, we calculated the theoretical
coding capacity of the PUF label. It refers to the maximum num-
ber of CRPs that the PUF label can generate, which is the basis
of PUF security. The encoding capacity can be calculated using
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C", where C represents the number of responses for each pixel
(or bit level), and n represents the number of pixels. In this bire-
fringence mode, the value of C is 2, corresponds to the binary
outcome. We partitioned the image into 50 pixels x 50 pixels, re-
sulting in an encoding capacity of 2% (x3.76 x 107°?), which is
a good capacity size. Furthermore, the encoding capacity of the
PUF label can be increased with the expansion of the bit level.
When we performed the encoding matrix in quaternary, deci-
mal, and hexadecimal (M-ary encoding) of the PUF label under
birefringence mode with a resolution of 50 pixels x 50 pixels, its
encoding capacity would be expanded to 4% (~1.41 x 105%),
10%%, and 16%% (x~2.0 x 10°°1%), respectively (Figure S8, Sup-
porting Information). In the case of M-ary encoding, the PUF
label still maintains good performance. The uniqueness in qua-
ternary, decimal, and hexadecimal are 0.7490, 0.8836, and 0.9147,
respectively, which are very close to the ideal values of 0.75, 0.9,
and 0.9375, respectively (Figure S8b, Supporting Information).
However, it is worth noting that with the sharp increase in the
code length, the subtle differences caused by the device or envi-
ronmental disturbance during image capture can no longer be
ignored. In this context, intra-HD is no longer suitable for repre-
senting the repeatability of PUF.[??l Thus, we used the correla-
tion coeflicient (CC) to represent the repeatability of the two test
results (Figure S8c,d, Supporting Information). After measuring
the same PUF label twice, the absolute value of the CC of the re-
sults is very close to 1, indicating a strong correlation between the
two measurements. In contrast, the CC for different PUF labels is
close to 0. Notably, the encoding capability of the PUF labels can
be further improved by optimizing the growth size and density of
calcite crystals and thus increasing the number of encoded pixels.
Specifically, given a certain calcite particle density, smaller parti-
cle sizes allow for more pixels to be divided per unit area, thereby
increasing the encoding capacity of the PUF label. However, the
particle size must remain within a range that is recognizable by
the camera to meet the requirement for simple authentication.
Conversely, with a fixed particle size, increasing the particle den-
sity allows for more pixels to be divided, thus improving the en-
coding capacity of the PUF. The particle density must also ensure
a sufficiently random distribution, with bit uniformity close to the
ideal value of 0.5 for binary encoding. If the density is too high,
the encoding of the PUF may become biased toward 1 bit, which
would reduce the overall performance of the PUF.

By further introducing angular variations in polarization, we
can achieve multi-level PUF codes with more complex encoding
and higher security. As shown in Figure 3h, with the polarizer
and analyzer maintained in an orthogonal state, variations in the
angle between the PUF label and the orthogonal polarizers re-
sult in changes in the birefringence intensity of the PUF labels.
Each time when the optical axis of the calcite is parallel to the
direction of either the polarizer or the analyzer, an extinction oc-
curs with no birefringence signal. Hence, during a full rotation
of the PUF label, the birefringence signal undergoes 4 cycles of
periodic intensity change: extinction occurs every 90°, and peak
values occur in between (Figures S9 and S10, Supporting Infor-
mation). The observed angular-dependent birefringence inten-
sity, akin to natural calcite, an optical uniaxial crystal, further vali-
dates that the grown calcites regulated by silk fibroin with embed-
ded fluorescent dyes possess a similar birefringence behavior as
natural ones (Figure S9, Supporting Information). Based on this
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Figure 3. Encoding of PUF labels in the birefringence mode. a) Birefringence image of a calcite PUF label taken by a camera under orthogonal polarizers
(size: 2.4 cm X 2.4 cm). b) Enlarged detail of the gray dashed area in (a) (size: 5 mm X 5 mm). c) Gray image corresponding to the birefringence image
in (b). d) The corresponding 2D binary image encoding matrix of (c) based on dark (0) and bright (1) levels at each pixel (resolution: 50 pixels x 50
pixels). e) Bit uniformity of the 100 PUF labels. The average value is 0.4999. f) Inter-HD and intra-HD calculated among 100 PUF samples. The average
inter-HD is 0.5001 with a standard deviation of 0.0116, while the average intra-HD is 0.0234 with a standard deviation of 0.0212. g) Pairwise comparison
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angular-dependent birefringence signal and the random optical
axis distribution of each calcite, we can encode information into
the orientation of each calcite, thereby enabling angle-dependent
encoding and authentication. Using multiple binary codes at dif-
ferent angles of the same PUF label, we enhance the entropy of
the system by many folds. It will make replicating the PUF label
even harder; besides the pixel distribution, the brightness varia-
tion based on calcite orientation would also have to match. We
prepared 10 PUF labels and designated an initial angle to be 0
degrees. Subsequently, we captured images of each PUF label at
0 degrees, 20 degrees, and 45 degrees, respectively, and converted
them into 5 pixels X 5 pixels binary format (Figure 3i). This pro-
cess was repeated for each PUF label. We calculated the bit uni-
formity and uniqueness of the three-level binary codes obtained
from the same PUF label at three different angles. The average
bit uniformity is 0.4627 (Figure 3j) while the mean inter-HD of
the binary codes is 0.4507 (Figure 3k). Since the optical axis orien-
tation and the maximum birefringence intensity of each calcite
particle are randomly distributed, the birefringence brightness
of different calcite particles varies randomly under the angular
changes of 0°, 20°, and 45° that we have set. Therefore, it is pos-
sible to obtain an average HD close to the ideal value, resulting in
a multi-level PUF label with independently encoded layers at dif-
ferent angles. In this scenario, the encoding capacity is defined
as m x C", where m represents the number of encoding layers
within one period of birefringence intensity variation (e.g., 0°-
45°). Here, m is equal to 3, resulting in an encoding capacity of
3 x 2% (1.0 x 10%).

2.5. The Digital Encoding of PUFs in the Fluorescence Mode

The photoluminescence signals from the fluorescent molecules
embedded in the calcites provide another reliable secure au-
thentication mode for the PUF labels. We can generate fluores-
cent colors across different wavelength ranges using various ex-
citation lights, enabling multi-channel output responses in the
fluorescence mode. As illustrated in Figure 4a—c, the different
fluorescent-colored calcites from the same PUF label can be inde-
pendently visualized under different excitation lights. We coded
the three fluorescent colors as three independent channels, pix-
elated the microscopy images, and reduced them to a size of
20 pixels x 20 pixels. Subsequently, we binarized these images
(Figure 4d—f) and calculated the bit uniformity, uniqueness, and
repeatability of the three-color fluorescent calcites. After analyz-
ing 50 PUF labels, we obtained the following metrics: the blue
channel exhibited a bit uniformity of 0.440, uniqueness of 0.496
(Figure 4g), and repeatability of 0.091 (Figure 4g,j). Similarly, the
green channel exhibited a bit uniformity of 0.455, uniqueness of
0.498 (Figure 4h), and repeatability of 0.091 (Figure 4h k). The red
channel showed a bit uniformity of 0.468, uniqueness of 0.500
(Figure 4i), and repeatability of 0.007 (Figure 4i,l). All these val-

www.advmat.de

ues fall within the ideal range, indicating that the three fluores-
cent colors can function independently as separate channels for
authenticating PUF labels in fluorescence mode. Similar to the
angle-dependent birefringence responses, the coding capacity in
this mode can reach up to k x C", where k refers to the number of
encoding channels. Hence, the coding capacity in three-channel
fluorescence mode is 3 x 2% (x7.75 x 10'%%),

Further, by simultaneously exciting and recording the blue,
green, and red fluorescence, we combined the three RGB chan-
nels to obtain a color PUF readout (Figure 4m). Each pixel is
encoded with three bits corresponding to the red, green, and
blue fluorescence channels. With each bit assigned a value of
1 or 0 based on the fluorescent intensity of the corresponding
color channel, there are a total of 8 coding combinations per pixel
(Table S2, Supporting Information). Thus, the fluorescence im-
age can be converted into a 3-bit color image (or 8-valued image)
(Figure 4n) that can be used for more complex authentication
purposes. In this case, the PUF labels continue to demonstrate
strong performance in that the values of inter-HD and intra-HD
are close to their respective ideal values (Figure 40). The coding
capacity in this scene is C*, where s represents the degrees of free-
dom. Here, degrees of freedom s (s = u(1 — u)/o?, where u is
the average inter-HD and o is the standard deviation) is used to
denote the number of independent pixels since pixel points are
not completely independent. As such, the coding capacity in this
8-valued fluorescent coding is 82134 (~ 5.24 x 10'?). This chan-
nel combination equips the PUF system with a higher coding
capacity, enabling it to accommodate more complex application
scenarios.

2.6. Authentication of the PUF Labels using Neural Networks

Since the PUFs with three RGB channels under fluorescence
mode can be readily read out using a camera, a deep learning-
based image recognition system is suitable for label authentica-
tion. Using a deep learning (DL) model for the image recogni-
tion of PUF labels can significantly reduce the complexity and
speed up the recognition process by automation without losing
accuracy.'**1841] We employed convolutional neural networks
(CNNs), a supervised branch of DL, to accomplish the image
recognition of PUF labels (Figure 5a). We created 10 PUF labels
as the authentic ones. We used a macro-lens-equipped camera to
image each PUF label under a 365 nm UV flashlight 40 times un-
der various lighting conditions and imaging angles (Figure S11,
Supporting Information). Our image set contains 400 images la-
beled by 10 categories, a-j, corresponding to the 10 authentic PUF
labels (Figure S12, Supporting Information). After training, the
accuracy of the model reached 97.5% with a reasonable loss value
(Figure 5b).

Once the DL model was constructed, we tested its ability to
identify authentic PUF labels and distinguish them from ones

of the HDs between two arbitrary PUF labels in two measurements. The fabricated labels are nearly uncorrelated with each other. h) Schematics and the
corresponding microscopy images of the PUF label captured under varying angles between the PUF label and the orthogonal polarizers. i) (Top) The
microscopy images captured under the angles between the orthogonal polarizers angle and the sample of 0°, 20°, and 45°. (Bottom) The corresponding
binary codes (5 pixels x 5 pixels). Scale bars: 100 pm. j) Bit uniformity of the multi-level encoding based on angular-dependent birefringence intensity.
The average value is 0.4627. k) HDs of the multi-level PUF labels. The average value is 0.4507 and the standard deviation is 0.0853. Curves in (f) and (k)

are fit to a Gaussian distribution.
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Figure 4. Encoding of PUF labels in the fluorescence mode. a—c) Fluorescence microscopy images of one PUF label under excitation wavelengths of
358 a), 488 b), and 550 c) nm, respectively. Scale bars: 200 pm. d—f) The corresponding 2D binary image encoding matrix based on the fluorescence
microscopy images (resolution: 20 pixels x 20 pixels). g—i) The corresponding HDs generated from 50 labels. g) The average inter-HD is 0.496 with a
standard deviation of 0.030, while the average intra-HD is 0.091 with a standard deviation of 0.027. h) The average inter-HD is 0.498 with a standard
deviation of 0.029, while the average intra-HD is 0.091 with a standard deviation of 0.037. i) The average inter-HD is 0.500 with a standard deviation
of 0.030, while the average intra-HD is 0.007 with a standard deviation of 0.006. j—I) Pairwise comparisons of 50 different PUF labels for the first and
second measurements. m) Fluorescence microscopy images under the combined excitation wavelengths of 358, 488, and 550 nm. Scale bar: 200 pm.
n) Corresponding 3-bit (or 8-valued) color image. o) The HDs of 8-valued coding. The average inter-HD is 0.8399 with a standard deviation of 0.0251
(ideal value: 0.875). The average intra-HD is 0.2128 with a standard deviation of 0.0531 (ideal value: 0).
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Figure 5. CNN-based authentication system. a) Schematic of the authentication flow diagram. Consumers input a label image into a DL model, which
recognizes the image and returns a confidence score. If the score exceeds a threshold, the label is real; otherwise, it’s fake. b) DL model accuracy rate and
loss. The recognition accuracy reached its maximum value within 27 training epochs (it is related to the number of iterations per epoch and the amount
of data information) and maintained consistently stable thereafter. c)A set of data for testing the image recognition function of the model. Pictures 1 to
4 belong to categories e, f, h, and i in the database, while pictures 5 to 8 are the fake labels from outside the database. d) The confidence score of each
image corresponding to each category in the database. e) The maximum confidence scores of each image. The green line is the threshold value of the

recognition rate.

that the model has not trained. We tested a total of 40 images,
consisting of 20 genuine labels from the database and 20 fake la-
bels. Some of the probe images are shown in Figure 5c. By feed-
ing the images into the DL model, we can obtain the confidence
score of each image attributed to each category (Figure 5d). The
confidence scores of genuine images 1 to 20 are close to 100%,
which correctly falls under their category. Conversely, the confi-
dence scores of fake images 21 to 40 are distributed across all cat-
egories, indicating that they do not belong to any of the authentic
PUF labels. Figure 5e shows the maximum confidence scores of
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each image across all categories; notably, the confidence scores
for all fake PUF images remain at a significantly lower level than
authentic ones. By setting a confidence score threshold of 90% to
classify the input images, the false positive rate of the DL model is
zero, indicating no fake labels were identified as authentic; at the
same time, all authentic labels are correctly identified. The results
affirm that the developed DL model can effectively discriminate
between images of genuine and fake PUF labels, showcasing its
efficiency, reliability, and adaptability in authenticating complex
PUF patterns presented here.
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It is important to note that we can improve the recognition ef-
ficiency by adjusting the model parameters and output format.
Additionally, we are capable of scaling the database as the num-
ber of samples increases. To demonstrate this, we expanded the
database to include 50 PUF labels, totaling 2000 images. In this
expanded test, the output was simplified to display only the recog-
nition confidence score, omitting the specific category of each
image. We randomly selected 100 real images and 100 fake im-
ages for recognition. The results demonstrate that the model ex-
hibits an excellent image recognition performance (Figure S13,
Supporting Information), with each image taking less than 1 s to
process.

2.7. Multiform Applications of the PUF Labels

At present, the PUF technology has not yet formed a fully ma-
ture commercialization system. One limitation is the need for
bulky and costly detection equipment. Other limitations are in-
trinsic to the materials, such as complex preparation processes or
inherent toxicity, as well as strict conditions of use. The calcite-
based PUF labels we report in this work can be validated using a
standard camera or portable microscope, overcoming the limita-
tions posed by the availability of detection equipment and meet-
ing the requirements of versatile application scenarios. In addi-
tion to providing straightforward yet diverse identification ways,
our PUF labels offer notable advantages such as their low pro-
duction cost, robustness, flexible manufacturing and usage, and
soft and biodegradable substrate, making them an ideal solution
for sustainable and secure authentication in various applications.

The conceptual schematic of the product authentication flow,
as shown in Figure 63, illustrates the three flows from the per-
spectives of PUF manufacturers, commodity producers, and con-
sumers. i) On the PUF manufacturer’s side, after manufactur-
ing the PUF labels, these labels undergo testing under different
modes, and the resulting readouts are uploaded as digital keys
to a cloud database. Manufacturers can establish either a sin-
gle certification model or a combination of multiple certification
models, depending on the diverse needs of commodity produc-
ers. The PUF manufacturers should maintain the cloud database
containing the encoding information and the certification sys-
tem, allowing for efficient verification. ii) On the commodity pro-
ducer’s side, they customize PUF labels according to the com-
modity’s value. Subsequently, the labels are securely attached to
the products. iii) On the consumer’s side, consumers purchase
the commodities with the tested PUF labels attached. Consumers
image the PUF labels using a digital camera or portable micro-
scope to access cloud databases. The verification system recog-
nizes the uploaded images of PUF labels and determines if they
correspond to any of the tested PUF labels in the cloud database.
Instant feedback will be provided on the authenticity of the prod-
ucts. This three-line approach ensures information security and
benefits PUF manufacturers, commodity producers, and con-
sumers. It effectively reduces the risk of fraud and counterfeit
products while enhancing consumer trust and satisfaction. How-
ever, despite the effectiveness of our PUF labels in mitigating
counterfeiting and forgery, the PUF database itself remains vul-
nerable to cyberattacks.!"*! If the database is compromised, the
anti-counterfeiting effectiveness of all PUF labels would be in-
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valid. While our study does not address this issue, we remain
hopeful that future technological advancements will lead to the
development of effective solutions to overcome this challenge.
Practically, besides necessitating excellent performance and
simple detection methods, PUFs are also required to have a low
cost and demonstrate robustness under various environmental
conditions. Benefiting from the use of low-cost materials and the
absence of large, complex equipment, the cost of a single calcite
PUF can be as low as US$ 0.00226 per square millimeter, mak-
ing calcite PUFs an economically viable solution for practical an-
ticounterfeiting applications (Note S3, Supporting Information).
To assess the robustness of the PUFs, we evaluated their stabil-
ity against high temperature, mechanical force, deep UV light,
high humidity, and heavy metal ions. The thermal stability of the
PUF label was first tested under harsh conditions at 200 °C for
24 hours (Figure 6b). We compared the output responses in the
birefringence mode before and after thermal treatment, and the
average coincidence rate (the similarity of encoding matrix before
and after treatment) is 92.45% (Figure 6d), indicating excellent
readout stability under high temperatures. To ensure long-term
reliable operation, PUF labels must also be mechanically robust
to withstand external disruptions caused by unintended physical
contact. To test this stability, we repeatedly applied and removed
commercial medical tape to and from the calcite side of PUF la-
bels 10 times (Figure 6¢). Comparing the output responses be-
fore and after the tape pasting, we found that the average coin-
cidence rate is 83.76% (Figure 6e), demonstrating sufficient me-
chanical stability to meet certain requirements during use. Ad-
ditionally, The PUF labels exhibit resistance to deep UV light
(254 nm, 10 W) exposure and can adapt to high-humidity en-
vironments. Their performance remains essentially unchanged
after exposure to deep UV light for 10 hours or placement un-
der 70-80% humidity for 1 month. Furthermore, the PUF labels
maintain strong fluorescent signals even after treatment with
heavy metal ions, such as copper nitrate—a commonly used flu-
orescence quenching agent—due to the dense and rigid crystal
structure of the calcites (Figure S14, Supporting Information).
In practical application scenarios, PUFs also need to pos-
sess the ability to contact with various target surfaces confor-
mally. Thanks to silk proteins’ flexibility and outstanding adhe-
sion properties, our constructed PUFs are well-equipped with
this capability. More importantly, the flexibility of the imprint-
ing technique employed here enables us to manipulate the dis-
tribution of disordered calcite arrays on the silk film’s surface
in various ways. This, in turn, facilitates the production of pat-
terned PUF labels of different forms. Figure 6f-h illustrates the
flexible application of a patterned PUF label on various target
surfaces. Our PUF labels can be easily applied to the surface
of calligraphy and paintings, serving as an effective tool to vali-
date the authenticity and values of these commodities (Figure 6f).
In this scenario, a patterned PUF label, depicting the charac-
ter “F” in the seal script font, was created. This pattern is vis-
ible under natural light (Figure 6f-i), orthogonally polarized light
(Figure 6f-ii), and UV light (Figure 6i-®), providing both signa-
ture and anti-counterfeiting functions. Taking advantage of the
intrinsic biodegradable, food-grade quality, and flexibility of silk
film, our PUF labels can be safely and stably used on agricul-
tural products (Figure 6g). Here, a patterned PUF label featur-
ing a four-leaf clover pattern that is invisible under natural light

© 2024 Wiley-VCH GmbH

95UB017 SUOWIWIOD 8A 118810 3|l [dde ay) Aq peuIenob ae sapoiie VO ‘85N JO Sa|n. 10y AfeldTauUIIUQ AB]IM UO (SUONIPUOD-pUe-SWe)LI00 A3 1M Afe.d jpuluoy/:sdny) SUORIpuoD pue swie 1 ay) 88s *[5202/50/60] Uo Ariqiauluo A(Im ‘Aiseaiun BuilueN Aq 02T60t202 BWPR/Z00T OT/I0p/W00" A3 (1M AleIq 1 Ul U0 PeoUeADe//SdIY WO pepeojumMod ' ‘SZ0Z ‘S607TZST


http://www.advancedsciencenews.com
http://www.advmat.de

ADVANCED
SORNCF s OMATERTALS

www.advancedsciencenews.com www.advmat.de
a
(i) (iiif)
) .e
—— ) (ii)
‘ Test & Calculat Label Sal
es alculate % ale -
Database PUF supple  Commodity Consumers
manufacturers producers
| Judgment authenticity T

Validate the labels

100 High temperature stability - i Mechanical stability
X X
>~ 80 ~ 80
[ )
© ©
— —
® 604 Y 60
o %)
5 5
B 40 8 40
3} 5]
(= =
‘S 20 S 204
O O
0 ; , . . 0+—— : - .
#1 #2 #3 #4  average #1 #2 #3 #4  average

Simple number Simple number

i (I') Scalable authentication

.®
A ]

- A .
m Image recognition

: = o Angle-
Pievl] | QIQI® o Input | o Adevel dopancefil prpge [ s
wa |() O*@  pagic birefringence () ~ [¥esiNo (m)a YesiNo
QOO
S
®
Single-channel fluorescence Multi-channel fluorescence
Primary anti-counterfeiting Advanced anti-counterfeiting

Figure 6. Stability, degradability, and application of the PUF labels. a) A conceptual schematic of the product’s authentical flow. The process is divided
into three parts: i) PUF manufacturers produce and test the PUF labels, and then store the information in a cloud database. i) The commodity producers
customize PUF labels and attach them to the products. iii) The tested PUF labels reach the consumers along with the commodities. Consumers scan
the PUF labels to access the cloud database and then get the authenticity of the commodities. b,d) Thermal stability test for a PUF label (b) and the
variation in encoding matrix after high-temperature treatment (d). c,e) Mechanical stability test for a PUF label (c) and the variation in encoding matrix
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(Figure 6g-i) but becomes visible under UV light (Figure 6g-ii)
is employed (see experimental section for details). Introducing
concealable pattern information in PUF labels will further en-
hance the complexity of anti-counterfeiting measures and ele-
vate the level of security. It is noteworthy that these PUF labels
are produced without the use of hazardous materials, ensuring
that no harmful residues affect the agricultural products’ quality
or safety. One can fix the PUF label to the surface of the agri-
cultural products using a highly concentrated silk fibroin solu-
tion as an adhesive, which is non-toxic and water-soluble. Before
consuming the agricultural products, the silk fibroin adhesive
layer can be easily washed away with water to remove the PUF
label. Furthermore, the imprinting approach can be combined
with the kirigami technique to produce patterned PUF labels with
complex designs, as exemplified by a panda pattern applied on a
vase (Figure 6h).

In addition to meeting basic application requirements, the
practicality of PUF labels must be carefully considered. Integrat-
ing multiple authentication technologies within a single PUF la-
bel significantly increases the overall complexity and security of
the PUF labels, making them more challenging and costly for
counterfeiters to replicate or clone. In the meantime, forming a
multi-authentication, multi-level PUF system also enhances its
utility in several important ways, including enabling customized
authentication, flexible access, adaptive authentication, fault tol-
erance, and scalability (see Note S4, Supporting Information, for
details). To demonstrate this, we summarized the PUF label’s
multiform applications by taking the label with a “F” pattern
in Figure 6f as an example. As shown in Figure 6i, the whole
anti-counterfeiting system can be divided into two parts: primary
anti-counterfeiting (P-level), and advanced anti-counterfeiting
(A-level). The P-level consists of three simple forms of authentica-
tion: image recognition, basic birefringence, and single-channel
fluorescence recognition. During the authentication, consumers
select one or more modes of P-level within the system based
on the conditions outlined in Note S4, items 1 to 4 (Support-
ing Information), capture images (Figure 6i-I), and input these
images to complete the primary authentication (Figure 6i-II). At
this stage, authentication can terminate or proceed to the further
A-level according to product requirements (Figure 6i-III). The
A-level comprises two complex forms of authentication: angle-
dependent birefringence and multi-channel fluorescence recog-
nition. The A-level stage can only be accessed upon successful
completion of the P-level authentication. The verification steps
for the A-level are similar to those for the P-level (Figure 6i-IV,V).
The authenticity of the product can only be guaranteed if the re-
quired authentication is passed. In the condition of needing scal-
able authentication systems with the growth of security (Note S4,
item 5, Supporting Information), the A-level can be automati-
cally activated by the system to replace the P-level (Figure 6i-I’),
thus completing the update iteration. In all, by leveraging the

www.advmat.de

strengths of different technologies, the calcite PUF label delivers
a more secure, flexible, and reliable authentication system appli-
cable to diverse scenarios.

Last but not least, the environmentally friendly composition
of the PUFs, comprising natural minerals, bio-dyes, and natural
polymers, makes them non-polluting to the environment. Bene-
fiting from the high biodegradability of silk protein, these PUF
labels can degrade rapidly in natural environments. As depicted
in Figure S15 (Supporting Information), the PUF labels undergo
a disintegrated process within 62 days when exposed to a humid
soil environment at room temperature, due to the presence of mi-
croorganisms capable of directly attacking and digesting the silk
protein chains. Itis important to highlight that while calcium car-
bonate itselfis not biodegradable in the sense that organic materi-
als like silk proteins are, certain microorganisms can contribute
to the chemical breakdown of calcium carbonate through their
acidic metabolites.[*?] These metabolites facilitate the decompo-
sition of calcium carbonate via indirect chemical processes. As
a result, calcite used here can be considered biodegradable, as it
doesn’t accumulate in the environment in harmful ways. Instead,
it can dissolve back into the natural carbon cycle. To illustrate that
the degradation behavior of PUF labels is affected by the soil en-
vironment, such as pH levels, we investigated their acid degra-
dation behavior. The results indicate that the PUF labels exhibit
markedly different degradation rates in hydrochloric acid solu-
tions of varying concentrations, with the degradation rate increas-
ing as the acid concentration rises (Figure S16, Supporting Infor-
mation). Based on these findings, a high-performance, simple-to-
certify, yet environmentally friendly PUF label is achieved using
all-biobased materials.

3. Conclusion

The combination of all-water-based biomimetic mineralization
and imprinting techniques provides a green and effective ap-
proach for creating biodegradable, robust, reliable, and versatile
PUF systems featuring multi-mode optical encoding, multi-level
cryptographic keys, and multiple authentication operations. This
platform overcomes the inherent limitations of traditional opti-
cal PUF labels, which require bulky and inaccessible equipment
for authentication, by enabling rapid and convenient identifica-
tion using only a digital camera or a portable microscope. Mean-
while, this all-biomaterial-based anti-counterfeiting system sig-
nificantly enhances cryptographic capacity, complexity, and di-
versity while avoiding energy-intensive input, toxic byproducts,
waste, environmental degradation, and biological incompatibil-
ity. These capacities, combined with the platform’s robustness,
multi-modal patternability, and co-conformal surface contact ca-
pability, make the PUF system particularly suitable for a wide
range of product authentication and security applications related
to human life and health, such as artificial organs, high-end

after tape pasting treatment (e). f) Application of a patterned PUF label to a calligraphy. The enlarged image shows the pattern information under natural
light (i) and orthogonal polarized light (ii). g) Anti-counterfeiting of agricultural products. The pattern of the PUF label is invisible under natural light (i)
but becomes visible under UV light (ii). h) Application of a kirigami PUF label to a vase. i) A summary of the label’s multiform applications. I, Il) Primary
anti-counterfeiting (P-level). 111-V) Advanced anti-counterfeiting (A-level). Consumers select the mode of P-level (1) or A-level (IV) and complete the image
capture, then input the images into the system to complete authentication (Il or V). I11) The switch from P-level to A-level. I') Scalable authentication by

activating or integrating A-level with the growth of security needs.
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drugs, and implantable devices. There are significant opportu-
nities to extend this strategy to other calcium carbonate crys-
tal types or biomimetic mineral systems by leveraging the ver-
satility of silk protein in mediating mineral crystallization.!3”**]
By integrating multiple types of calcium carbonate crystals or
various biomimetic mineral species into a single platform, we
can significantly enhance the coding complexity and capacity,
paving the way for more sophisticated and secure authentica-
tion solutions. In addition to fluorescent molecules, other light-
responsive molecules such as photochromic and phosphorescent
compounds can potentially be introduced into calcite crystals
with the assistance of silk protein, thereby endowing the crys-
tals with the appropriate optical functions. The capacity to in-
corporate functional components into the mineralization process
opens up exciting possibilities for the future development of new
green, multifunctional, and smart optical and information de-
vices based on biominerals.

4. Experimental Section

Silk Fibroin Solution Preparation: The regenerated silk fibroin solution
was extracted from the silk cocoons of the Bombyx mori silkworm using es-
tablished protocols.[*] Briefly, the silk cocoons cut into small pieces were
boiled in a solution of Na,CO3 (0.02 M) for 30 min and thoroughly washed
with deionized water to remove the sericin. After drying under ambient
air for 2 days, the degummed silk fibers were dissolved in a LiBr solution
(9.3 M) at 60 °C for 4 hours. Following this, the dissolved silk fibroin was
dialyzed in deionized water with dialysis bags (molecular-weight cutoff:
3500) for 3 days. The silk fibroin solution, with a concentration of ~6-7
wt.%, was obtained by centrifuging at 11000 rpm for 20 min, followed by
two rounds of filtration using dust-free paper.

Crystallization of Calcites: Before commencing the experiment, it is
crucial to clean all glass products thoroughly. First, the beakers were
cleaned and sonicated with absolute ethyl alcohol for 5-10 min. Subse-
quently, the cover glasses and beakers were soaked in a mixed solution
of H,O-HNO; (65%768%)-H,0, (30%) (1:1:1, v/v/v) for 12 h. Finally,
the cover glasses and beakers were rinsed alternately with deionized wa-
ter and acetone, and then dried in air and set aside for further use. Crys-
tal growth was achieved using the carbon dioxide diffusion method de-
scribed elsewhere.[3] Initially, the as-prepared silk solution was diluted
to a concentration of 1 wt.%. An equal mass of CaCl, solution (20 mmol
L~") was mixed with the diluted silk solution. Subsequently, three differ-
ent fluorescent-colored commercial bio-dyes were individually added to
the separate mixture and stirred well to ensure uniform distribution. Next,
the cleaned cover glass was gently suspended on the liquid surface. The
beakers were sealed with a parafilm, and six holes were punctured through
the parafilm for CO, entry. In a separate beaker, 3 g of (NH,4),CO;3 was
placed, sealed with parafilm, and similarly punctured with six holes. Fi-
nally, all the beakers were placed inside a desiccator (6.5 L), which was
sealed with Vaseline to prevent CO, leakage. The setup was left undis-
turbed at room temperature for a certain time (48 hours, if not otherwise
indicated). After this period, the cover glasses were removed and rinsed
with deionized water. Once air-dried, one layer of randomly distributed
calcite crystals was obtained on the surface of the cover glasses.

Fabrication of the PUF Labels:  An amorphous silk film with a thickness
of ~#100 um was prepared to serve as a substrate for the PUF label. This was
achieved by casting a specific volume of silk solution onto a silicon wafer
treated with trichloro(1H,1H,2H,2H-perfluorooctyl) silane and allowing it
to dry at ambient conditions overnight. The imprinting transfers of grown
calcites from cover glasses to silk films were performed using the recently
developed water vapor-assisted imprinting technique.[>*] In brief, the pre-
pared silk film was firmly attached to a clean PDMS substrate and then ex-
posed to 45 °C water vapor in an electrically heated constant-temperature
water bath (NK-420, Aipu, China) for 65 s. Following this treatment, the
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treated side of the silk film was quickly placed over the calcites grown on
the cover glass. By applying pressure, the calcites were imprinted onto
the silk film. Once the silk film dried, it was peeled off from the cover
glass, completing one imprint cycle. This imprinting process was repeated
three times to accomplish the transfer of different fluorescent calcite. For
each subsequent imprint, the water vapor treatment time was increased by
5s. Thus, a PUF label with randomly distributed calcite imprints on a silk
substrate was successfully created.

Characterization: ~ Optical microscopy images were captured using an
optical microscope (DM2700 M, Leica, Germany). The morphologies of
calcites were observed with a field emission scanning electron microscope
(ULTRA55, Zeiss, Germany) at a voltage of 5 kV and a current of 10 uA. The
polymorph of CaCO; was determined by a Raman spectrometer (Thermo
Scientific DXR, Thermo Fisher, America) with an excitation wavelength of
633 nm. The crystallographic analysis of calcite was assayed using an X-ray
powder diffractometer (Smartlab SE, Rigaku, Japan). The thermal decom-
position of the calcites was analyzed using a thermogravimetric analyzer
(TG 209 F3 Tarsus, Netzsch, Germany). Birefringence microscope images
were captured using a polarized optical microscope (DM2700 P, Leica,
Germany). The fluorescence microscope images were captured using a
fluorescence microscope (Axio Vert. A1, Zeiss, Germany), and the fluo-
rescence spectra were measured using an Ultraviolet-vision-near infrared
micro spectrometer (CRAIC 20/30PV, America). The stratified scanning of
the fluorescent calcite was conducted under the transmission mode of a
laser confocal microscope (FV3000, Olympus, Japan). The shooting device
shown in Figure S5 (Supporting Information) involved the use of a digital
camera (EOS 850D, Canon, Japan) equipped with a macro lens (105 mm
F2.8 DG MACRO HSM, SIGMA, Japan), two commercial photographic po-
larizers (F-ND2K, JJC, China & XS-Pro1, Stppo, China), and a white light
source. The polarization direction of the two polarizers was aligned verti-
cally to acquire the birefringence signal. The shooting device in Figure S11
(Supporting Information) used for image recognition comprised a digital
camera equipped with a macro lens, and a 365nm ultraviolet flashlight
(V100, SHENYU, China).

Readout and Digitization of the PUF Labels: The PUF labels were read
by 1) a digital camera equipped with a macro lens, 2) polarized optical
microscopy, and 3) fluorescence microscopy. To ensure the precise posi-
tioning of each image acquisition, an alignment mark was set during the
fabrication of the PUF label. This alignment mark is placed on the silk
substrate outside the imprinted calcite arrays (Figure S17, Supporting In-
formation), ensuring that it does not interfere with the PUF label’s infor-
mation. By identifying the position of the alignment mark and recording
the horizontal distance (a) and vertical distance (b) from the recognition
area to the center of the alignment mark, accurate positioning was con-
sistently achieved for each image capture. Even if the PUF label is moved,
the recognition area can still be reliably identified by referencing the po-
sition of the alignment mark. MATLAB (R2023a) codes were designed to
extract, calculate, and analyze the data information from the captured im-
ages. During this process, the images were first converted to grayscale us-
ing the “rgb2gray” function. Then, the pixel size was set, established the
appropriate threshold for each image using the “median” function, and bi-
narized the image. The Hamming distance calculation was implemented
by using the “xor” and “nnz” functions and the correlation coefficient cal-
culation by using the “corr” function. Furthermore, The crucial metrics
including the bit uniformity, uniqueness, and repeatability were analyzed
according to the equations mentioned in the main text.

Image Recognition: All deep learning techniques utilized in this work
were based on a convolutional neural network, executed within MATLAB
(R2023a), using a GPU (GeForce RTX 4070 Ti) for calculations. The input
images were resized to 404 X 404 x 3 for effective training. The database
(Figure S12, Supporting Information) comprised 10 PUF labels, divided
into 10 distinct categories, totaling 400 images. Of these, 70% of the
images were randomly selected under each category as the training set
and the remaining 30% as the validation set (i.e., 280 images were ran-
domly designated as the training set, while the remaining 120 images
served as the validation set). To train the model, images underwent con-
volution, pooling, and fully connected operations, followed by classifica-
tion (Figure S18, Supporting Information). 100 epochs of training (no
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overfitting occurred) were conducted, with validation results returned dur-
ing each epoch, and repeated the training process until convergence. The
total learning and verification process took 30 min. Upon completion of
model training, users could input a random image into the model to ver-
ify its authenticity. The model would then accurately display the validation
rate, providing a reliable indication of the image’s authenticity.

Stability Analysis of the PUF Label: First, a macro-lens-equipped digi-
tal camera was used to capture the response of the PUF label in the bire-
fringence mode and obtained its binary image. The PUF label was then
subjected to various treatments: heated in a 200 °C oven for 24 h, repeat-
edly attached and detached using commercial medical tapes, exposed to
deep UV light (254 nm, 10 W) for 10 hours, or placed in a high-humidity
chamber (70-80% RH) for one month. After each treatment, the binary
image of the PUF label was captured again. The binary images were an-
alyzed before and after the treatments to determine their similarity. Each
process was repeated on four PUF labels, and the average similarity was
calculated to assess the coincidence rate of the PUF labels under various
extreme conditions.

Patterning of the PUF Labels:

1) PUF label with a seal script font “-=” pattern: This patterned label was
created by using a stencil during the imprinting transfer process. First,
a polydimethylsiloxane (PDMS) stencil with the desired pattern, cre-
ated using a CO, laser cutter (SIR-2075; Trotec), was applied to a silk
film that was affixed to a clean PDMS substrate. The stencil-covered
silk film was then subjected to water vapor treatment at 45 °C for 65
s. After the treatment, the stencil was removed, and the treated side
of the silk film was quickly placed over the calcites grown on the cover
glass. By applying pressure, the calcites were imprinted onto the silk
film. Due to the presence of the PDMS pattern stencil, the part cov-
ered by the stencil had not been treated with water vapor, thus failing
to imprint the calcites. In contrast, the exposed areas of the silk film
had been treated, allowing the silk protein molecular chains to move
sufficiently to enable imprinting. Once the silk film dried, it was peeled
off from the cover glass, completing one imprint cycle. This imprint-
ing process was repeated three times to achieve the transfer of differ-
ent fluorescent calcite. For each subsequent imprint, the PDMS stencil
was positioned in the same location as the previous time. Therefore,
the PUF label with a seal script font “-” pattern was successfully built.

2) PUF label with a four-leaf clover pattern: In this experiment, we need to
first obtain a four-leaf clover pattern of calcites on a cover glass grown
with blue fluorescent calcites using the imprinting transfer method.
For this purpose, a PDMS template was covered in the shape of a four-
leaf clover with a piece of silk film. After treating the silk film with wa-
ter vapor and performing the imprinting process, the calcites located
outside the four-leaf clover pattern were transferred, resulting in a dis-
tinct four-leaf clover pattern on the coverslip. Following this step, the
four-leaf clover pattern was transferred on the coverslip using another
piece of silk film prepared for PUF labeling. After that, green and red
fluorescent calcites were sequentially transferred on this film without
the aid of any mask and finally realized the production of patterned
PUF labels.

3) PUF label with a kirigami pattern: A commercial CO, laser cutter was
used directly on the calcite-decorated silk film for the cutting process.
The laser power intensity was set to 4% of the maximum energy, with
a fixed speed of 1steps~'.

Supporting Information

Supporting Information is available from the Wiley Online Library or from
the author.
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